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1. About Sahara Net

Please allow us to give a brief about Sahara Net and what makes us unique and different from other ISPs and Solution
Providers in Saudi Arabia today.

Sahara Net was the 1st to offer any kind of Internet Services in Saudi Arabia since 1994,
Ranked among top 3 ISPs.
Largest hosting provider in Saudi Arabia.
The ONLY "'Carrier Neutral' ISP in Saudi Arabia; This means we can provide you with connectivity through any of
the major DSPs.
Multiple Internet Gateways providing our customers and hosting center with stable and reliable services on Fiber-
grade connectivity to all network operators in Saudi Arabia including: STC, Mobily/Bayanat, ITC, and Atheeb.
The 1st ISP and Data Center certified as *'IPv6 Ready"* in Saudi Arabia.
24x7 monitoring and alerting by Sahara Net to all Leased Line links.
24x7 Toll-free support.
1st ""Root DNS Server' in Saudi Arabia in cooperation with ICANN.
Tier 3+ Data Center with the following features:
o Tier 3+ (N+1).
o Redundant Power Supply through UPS and Generator protection.
o Automatic Generator Switching upon main supply failure.
o Online UPS 24x7 protecting load from spikes and drops.
o Physically separate and redundant power cabling to the rack & equipment.
o Physically separate and redundant network cabling to the rack & equipment.
o Redundant and smart climate control systems with humidity and precision air conditioning.
o FM200 Fire Suppression and Alert System.
o Water and leakage detection and alerting system.
o Multiple levels of physical access security controls with camera monitoring.
o Completely fire-grade setup (walls, doors, ceiling, floors, ..etc.).
o Each customer may have multiple racks, a full rack or part of a rack in a secure setup.

Our offices today are spread across the Kingdom to serve our clients in Dammam, Riyadh, Jeddah, Jubail, Yanbu, and
Khamees Mushait.
We have many solutions that are robust and reliable as well as unique in their features; some of these are:

Dedicated Internet Bandwidth over physical and wireless links.

High Availability solutions on the Internet Bandwidth (multiple scenarios available).

P1 IPs (Provider Independent IPs) offering freedom of provider and high availability.

MPLS (Multi-Protocol Label Switching): We can connect your branches across the Kingdom through multiple
technologies and providers and still have them all under one secure MPLS cloud. This provides you best level of
connection, best time to complete and redundancy where you need it! Sahara Net is the only one offering this unique
combination because we are the only "Carrier Neutral" provider.

As a premier partner of WatchGuard, Avira, Exinda, Vircom, Cisco, and Blue Coat and in combination with our
MPLS service we are capable to design, implement, and support integrated security and WAN optimization solutions
that match your needs. Email Remote Security is another unique service that we provide to our clients with multiple
levels suiting different needs.

Hosted Services (ERP, SAP, ..etc.) and Cloud Computing: With our state of the art Tier 3+ Data Center, we provide
secure and stable dedicated and collocation hosting services in addition to DR (Disaster Recovery) setups customized
to your requirements; with our SAN/NAS highly available smart storage system, the services we can provide are
practically unlimited.

SaaS (Security as a Service) a new outsourcing model for security management. Typically our Security as a Service
involves:

-Ethical Hacking / Penetration Testing

-Cloud based vulnerability management Service

-Incident response & Forensics

Recently, Sahara Net became the first among all ISPs and DSPs to be certified as meeting the regiments of 1SO
9001:2015.
Please refer to our website (www.Sahara.com) and our company profile for more details about our services and solutions.



http://www.sahara.com
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2. Client Requirements
Tagnyat Al jawal is looking forward to host their server in Sahara Net Data Center.

3. Client Current Network Setup
Tagnyat Al jawal has server in their premise.
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Technical Proposal
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4. The Solution
Sahara Net have data center in Dammam city certified as Tire 2, when considering moving the servers to Sahara
Net, Tagnyat Al jawal insures their servers hosted in environment that enable you to focus on your own business.

Sahara Net data center features:

e 100/1000 Mbps Ethernet connection to Sahara Internet Network Operations Center (SINOC) backbone.
e 24 x 7 x 365 Access to your server via approved remote access methods.

e 24 x 7 x 365 Electricity Backup through in-house UPS farms.

e 24 x 7 x 365 Active Monitoring of Facility and Network.

e 24 x 7 x 365 Ability to Report Problems (Through Customer Care).

e 8 x5 Instant Support (During working hours).

e Toll-Free Customer Care Telephone Number (800-304-304-3).

¢ Highly Secured Physical Access to the Hosting Environment.

¢ Fast connection to the Internet.

Accordingly, Sahara Net will provide the following:

1- Collocation Hosting:

¢ Provide 2 Units space in the Rack servers to place customer's servers and devices in Sahara Net DC
¢ Provide 2 Mbps hosting dedicated internet connection.
e Provide bundle of 6 Static IP addresses.

2- Connectivity:

e Provide 2 Mbps hosting dedicated internet connection.
e Provide bundle of 6 Static IP addresses.

3- Security:

e Sahara Net offering FortiGate UTM (FG-100E) to be installed in Sahara Net DC, the FortiGate 100E series delivers
end-to-end network security with one platform, one network security operating system and unified policy management
with a single pane of glass — for the industry’s best protection against the most advanced security threats and targeted
attacks.

FortiGate FG-100E main features:

e The FortiGate 100E series provides comprehensive threat protection with Fortinet’s unmatched range of enterprise-
grade security technologies.

It delivers:

FortiGate FG-100E Specifications:

Remarks:

¢ Sahara Net is not responsible for any hardware failure, the client is responsible to fix/replace the hardware as needed.
o All server management activities done remotely, no any physical access to the server.
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¢ The customer is fully responsible to manage server from OS level and higher.
e RDP is blocked in all Sahara Net data center; all remote access should go through subscribing in Wallix PAM solution
by Sahara Net or through secure VPN connection
¢ Client who have MS Windows Enterprise Licenses Agreement and want to use MS Licenses of his own in Sahara Net
Servers (Dedicated/VPS) must provide the Mobility Agreement signed and approved by Microsoft.

4.1. Bill Of Materials
Following is the list of hardware items required to implement this project:

Bill Of Material

No.| Item Code Description Qty.| Provided By
1 Activation and Installation - Co-Location Server 1 | Sahara Net
2 Rack Space 3U - Rental - 12M 1 [ Sahara Net
3 Hosting Dedicated BW 2Mb 12M 1 | Sahara Net
4 Static IP - Bundle Of 6 IPs - 12M 1 Sahara Net
5 Activation And Installation - FortiGate 1 Sahara Net
6 FG-100E-BDL-950-12-Hardware Plus 1 Year 24x7 FCare & FG UTM 1 Sahara Net

4.2. Client Current Network Setup
Fo Il Bowing is the Bandwidth requirement for customer

Bandwidth Qty. Provided By

2 Mbps Dedicated Internet Saflara Net
1 Connectivity for servers in Sahara 1
Net Data center

4.3. Scope of Work
Sahara Net scope is limited to provide the following tasks:

1- Collocation Hosting:

e Place customer's servers provided by the client in Sahara Net DC.
Provide 2 Rack units space in the Rack servers

2- Connectivity:

Provide 2 Mbps dedicated internet connection.
Provide 6 public IP addresses for collocations servers.

3- Security:

¢ Provide, install and configure FortiGate 100E and deploy it at Sahara DC.

¢ Provide 1U rack space for FortiGate 100E appliance in Sahara DC.

¢ Interconnect Tagnyat Al jawal internet Link with FortiGate 100E placed in Sahara DC as per the following features to
be enabled and configured:

Activate the box license.

Assign management IP.

Close all ports and allow only the required ports.

Activate threat management (DOS attack protection, Blocked IPs based on customer's request).

Enable WAF

Enable Anti-Virus scan for selected rules. Please note that AV utilizes high CPU utilization so it is recommended to
enable for rules when it is needed.

7. Knowledge Transfer: Sahara Net will provide demonstration for the box basic configuration to enable client to manage
the appliance and add polices as he need.

o gk owbdE
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Ensure that all setups done correctly.
Handover.
Documentation and Final acceptance sign off.

@ Nothing else will be done or provided except what is specified in the above list, If anything else is required then we will be glad to add it to the offer and quote on additional charges if

any.

Please note below important points:

¢ Client kindly requested to sign-up in FortiNet client portal to activate the box under Tagnyat Al jawal name.

o FortiGate box must be installed as the only Firewall in the network, also it is the only appliance to do web filtering and
application control, if any ISA or other firewall installed it must be removed.

o After sign-off, client is responsible to manage the FG box including add/modify/delete polices as per his needs and
network requirements.

e Box provided with 1 YR UTM bundle which is subject for renewal on yearly basis.

Remarks:

o Sahara Net is not responsible for any hardware failure, the client is responsible to fix/replace the hardware as needed.
All server management activities done remotely, no any physical access to the server

The client is responsible to manage server.

RDP is blocked in all Sahara Net data center; all remote access should go through subscribing in Wallix PAM solution
by Sahara Net or through secure VPN connection

Client who have MS Windows Enterprise Licenses Agreement and want to use MS Licenses of his own in Sahara Net
Servers (Dedicated/VPS) must provide the Mobility Agreement signed and approved by Microsoft.

5. Assumptions
Sahara Net assumes the following:

e Assign a designated person from the Customer's staff who, on behalf of the Customer, will grant all approvals;
provide information; ensure that all hardware that Sahara Net Eng. will need in order to deliver this setup are available
and the hardware are properly working.

e Client who have MS Windows Enterprise Licenses Agreement and want to use MS Licenses of his own in Sahara Net
Servers (Dedicated/VPS) must provide the Mobility Agreement signed and approved by Microsoft.

e Sahara Net team will have its own user name with limited credentials to carry out some tasks. If customer has root
access to managed services/appliances he should have a separate user name.

e Customer is required to purchase, monitor and increase needed Storage space on SAN/NAS in Sahara Net to provide
needed storage space for backups.

e The client will take care for any configuration changes needed in the servers Except what is mentioned above; any
configuration done to server or Firewall will be extra charged 1,500 SR.

¢ The client will be the responsible to manage virtual server and web content.

WHY SAHARA NET

Sahara Net strives to provide quality service and excel Bent after-salles support to our customers.

Tagnyat Al jawah recognized name that Sahara Net will B be proud to serve. Therefore we would Nike to highBight few of
the advantages Sahara Net is offering to Tagnyat Al jawaHbt should add value and differentiate us from competitors,
which are as foll Bows

o Largest Hosting Provider in Saudi Arabia
e Sahara Net has currently two Datacenters, one in Dammam and another in Riyadh and plans to expand further in
near future.
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1st "Root DNS Server" in Saudi Arabia in cooperation with ICANN.

We are the only Carrier Neutral ISP in Saudi Arabia that can provide Tagnyat Al jawal connectivity through any of
the major DSPs.

We can provide Tagnyat Al jawal with Free Backup Connectivity over Wireless so that Tagnyat Al jawal will not
face any kind of outages when their Primary Link is down. (Provided that the hardware involved in the Backup Link
will be borne by Tagnyat Al jawal).

Sahara Net has strongService Levell Agreement (SLak)l Escalation Procedures for effective communication which
are the key drivers to our fine reputation and popularity.

Multiple Internet Gateways providinglTagnyat Al jawaflld hosting center with stable and reliable services on Fiber-
grade connectivity to all I network operators in Saudi Arabia.

The 1st ISP and Data Center certified d5Pv6 Ready'In Saudi Arabia.

Our Transparencyis clearly represented through Sahara Net’s “Service Statuswhich is clearly shown and
continuous By updated on our websiteww.sahara.com

OU r Qstomers

OU r Rartners


http://www.sahara.com/
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Commercial Proposal
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6. Pricing

No. Description Qty.| U. Price Total Sr
Initial Cost (Onetime Payment)
1.1 Activation and Installation - Co-Location Server 1 | 1,500.00 | 1,500.00
1.2 Activation And Installation - FortiGate 1 | 3,000.00 1500.00
6,915.00
1.3 FG-100E-BDL-950-12-Hardware Plus 1 Year 24x7 FCare & FG UTM 1 | 6,915.00 6.500.00
Sub-total] 9,500.00
Running Cost
2.1 Rack Space 3U - Rental - 12M 1 | 7,200.00 | 7,200.00
2.2 Hosting Dedicated BW 2Mb 12M 1 | 15,600.00 14,040.00
2.3 Static IP - Bundle Of 6 IPs - 12M 1 | 1,440.00 | 1,440.00
Sub-total] 22,680.00
Totals

Total of Initial Cost| 11,415.00
Total of Running Cost| 24,240.00
Grand Total| 35,655.00
Discount (If Any)| 3,475.00
VAT (15%)| 4,827.00
Net Cost Of The Project] 37,007.00

7. Terms & Conditions

Currency: All prices are in Saudi Riyals.

Delivery : 1-3 weeks after receiving your P.O and advanced payment.
Payment : 50% with P.O. and 50% with delivery.

Contract Period : 1 year.

Validity : 30th September 2020

Any changes in the quantity will be consider this quotation invalid and will provide new quotation.
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Escalation Procedure
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8. Escalation procedure

Fault Escalation Procedure
Purpose:

The main purpose of this document is to clarify the proper procedure and steps to be taken by Customers to escalate issues
and faults to Sahara Net support team. The goal is to provide fast response and resolution to raised issues.

Support Team:

Sahara Net will ensure a dedicated team of support engineers will be available 24 hours. Support team will be three- tiered
with a front-line support agent, a 2nd level support engineer and a back-end (3rd) operations engineer to solve problems
of critical nature.

Problems Types, Severity Levels and Response Time:
* Problem types are categorized as follows:

o Level 1: Circuit/Service is completely down.

o Level 2: Circuit/Service is down intermittently each day.

o Level 3: Circuit/Service is up but performance seems to be less than normal.

o Level 4: Circuit/Service is up but internal network problems cause loss/deterioration of service or require a certain
change in setup.

Mean Response Time:

The mean response time for any Level 1 or Level 2 service request will be within Three (3) hours of Sahara Net being
informed by the Customer of a problem in any circuit provisioned. The mean response time for any Level 3 or Level 4
request will be within 24 hours. All service requests must be made to Sahara Customer Care via any of the methods
explained below in “Contacting Support”, and backed by a Ticket number.

Trouble Tickets:

Upon Customer/User report of a problem, the problem will be ranked as per the severity and if the problem is not solved at
once, then a Trouble Ticket will be issued to the Customer/User. The ticket # will be the Customer/User reference later on
for this problem. The ticket will be escalated internally to the appropriate support staff.

Escalation Procedure:

1. Customers should follow this process to report and follow-up faults and issues raised:
2. Contact Customer Care on any of the methods mentioned below.
3. Ifissue is not resolved on the phone, then a Ticket will be opened with the details of the case. The ticket number is
given to the customer.
4. Customer should ensure proper contacts are available with Sahara Net for the person handling this issue from the
Customer side upon opening the ticket.
5. Customer will receive a call from Sahara Net appointed engineer to the ticket within the response time mentioned as
per the ticket severity level.
6. If no contact is made, then customer can raise the ticket number to the next level of support as follows:
o If no action is taken within 1 hour, contact your assigned Technical Account Manager (TAM).
o If no action is taken within 3 hours, contact Technical Support Supervisor, Tel # (013) 832 2299 Ext. 8108, Mobile
# 0507371594, e-mail:_amjad@sahara.com
o If no action is taken within 5 hours, contact Technical Support Manager, Tel # (013) 832 2299 Ext. 8101, Mobile #
0506847186, e-mail; osama@sahara.com


mailto:amjad@sahara.com
mailto:osama@sahara.com
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Contacting Support:

Sahara Net Customer Care is available on a 24x7x365 basis to the Customer/User. The mean wait time to reach a Sahara
Net Support Agent is guaranteed to be no more than 30 minutes. The Customer Care center is reachable via any of the
following methods:

Toll Free Number: 800-304-304-3
Telephone: (013) 832-2299 or
Fax: (013) 834-3390

E-mail: support@sahara.com



mailto:support@sahara.com
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Service Contract

CONTRACT NO : 40343
This Contract is made and entered into effective as of the

day of
BY & BETWEEN:

Sahara Net Company LTD., with registered (2050061652) office
at Second floor of Al-Dabal Commercial Tower (ACT), Prince
Mohammad Quarter, Prince Mohammad street (First Street) P.O.
Box 5480 Dammam 31422, Saudi Arabia Tel - 038322299 — Fax
038301928 Represented by Ahmad Jamal Hmaid, in his
capacity as a

AND: Tagnyat Al jawal with registered office

at Str: - sas
Tel:0555695424
Fax:

Represented by Saleh Al-Ansari in his capacity of a
Hereafter called

1 - Service Description:

Sahara shall provide to Tagnyat Al jawal with the following:

1. Activation and Installation - Co-Location Server

2. Rack Space 3U - Rental - 12M

3. Hosting Dedicated BW 2Mb 12M

4, Static IP - Bundle Of 6 IPs - 12M

5. Activation And Installation - FortiGate

6. FG-100E-BDL-950-12-Hardware Plus 1 Year 24x7 FCare
& FG UTM

2 - Contract Documents:

This contract consists of this signed document and the following
attached documents:

a- Quotation.

b Service Level Agreement (SLA).

c- Escalation Procedure.

3 - Second Party Obligations:

- The second party is committed to use the provided services for
the intended uses that is governed by the laws of Saudi Arabia.

- The second party is committed NOT to resell the provided
services to any third party other than its own staff without written
approval from Sahara. Any misuse of the provided services may
cause termination of service without refund.

- The second party is committed to be responsible for the
actions of its users and staff using the provided services and
agrees to do its best effort to prevent misuse in addition to
following known best security practices.

- The second party is committed to be responsible for the
continuity of this contract if they award the operation contract to
another company and committed to pay the remaining payment in
this contract.

- The second party is committed to be responsible for the
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continuity of this contract if they change commercial name of the
company or if they sell the company to another owner and
committed to pay the remaining payment in this contract.

- The second party is committed that if they want to reduce the
speed of the Internet during the contract period the reduced
speed shouldn't exceed %15 and any exception will be agreed
with both parties.

4 - Working Hours:

Sahara Net working hours is 8:00 am to 5:00 pm Sunday Through
Thursday.

5 - Contract Period:

The duration of this agreement is ( ) to be started from
the activation date of the service, and to be extended
automatically for similar period with same price unless both
parties signed another agreement.

6 - Payment:

A. One Time payment for Hardware & Setup 9,500.00
B. Subscription amount 22,680.00 per year - Saudi Riyals
C. Grand total 37,007.00 Saudi Riyals (including VAT).

7 - Activation Date:

The Agreement is effective as of completion form.
8 - Termination:

a. The contract may not be terminated before the completion of
the first year.

b. Second Party shall notify First Party prior to Ninety (90) days in
a written notification expressing their intention to terminate the
contract, otherwise the service shall be considered renewed
automatically for another similar period.

c. If the customer terminates the contract before the Completion
of first year, then the customer shall be Liable to pay the value of
remaining period in the contract.

d. If the customer wants to terminate the contract after the
completion of the first year, then he must notify the first party in
written 90 days ahead as notification period.

9 - Execution of the Contract:
This Agreement will be effective when signed and stamped by

both Parties. This Contract is made of two (2) original copies,
one with each Party

10 - Disclaimer:

Both parties agreed that the service provided might break down
or disconnect due to reasons beyond First Party’s capability.

11 - Notices:

Both Parties shall use the following addresses in their official
notices and or correspondence between each other:

First Party
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contacts

Second Party

Mr.

Title:
Signature:
Stamp:
Date:

Mr.

Title:
Signature:
Stamp:
Date:






